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1H 2023 at a Glance

APT Groups

Activity was detected for 41 of
138 [30%) APT groups identified
by MITRE, These attacks are mong
focused and planned and also occur
in quick "waves” so seeing a third
of all categorized APT groups being
active is concaming,

Ransomware

B ]

¥
i
H

The ransomware roliercoaster
continued, ending 1H 2023 13x
highes than it began. Fewer
organizations ang successiully
detacting ransomware than in the
past (13% versus 22%), reaffirming
that ransomware Is also becoming
more sophisticated and targeted.

ICS and OT Attacks
5k of all waplon cetectons

[ A May
» fee  Alw  RlW RFR_0
T o e ] EX Y

Attacks targeting industrial control
systems (ICS) and operational
technolagles (OT) didn't occur
at high velurne but trended up

over the first half of 2023, Half of
organizations saw IC5 or OT exploits,
with energy and utilities ranking
among the top targets.

Into the Red Zone

=

-0.6%
since last
half

The percent of all endpoint
vulnerabilities targeted by attackers
remained relatively steady (around
B%) in 1H 2023 compared to the
pravious period

Time-to-Exploitation

327X

Qur analysis shows that the top
mast exploltable vulnerabilities, as
identified by EPSS, are 327 times
more likely to be attacked within a

wiak than others on your radar,

ATTECK Sightings

ATT&CK

Sightings

Using our detection technologles, we
observed activity for two-thirds of
all known MITRE ATT&CK techniques
aver the fiest half of 2023,
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